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The European Data Protection Supervisor (EDPS) is the independent supervisory authority established by Article
52 of Regulation (EU) 2018/1725 responsible for:

Monitoring and ensuring the application of the provisions of Regulation (EU) 2018/1725 and any other EU
act relating to the protection of the fundamental rights and freedoms of natural persons with regard to the
processing of personal data by a EU institution or body;

Advising EU institutions and bodies and data subjects on all matters concerning the processing of personal
data.

To this end, the EDPS fulfils its duties in accordance with Article 57 of Regulation (EU) 2018/1725 and exercises
the powers granted in Article 58 of Regulation (EU) 2018/1725.

The power to investigate is one of the tools established to monitor and ensure compliance with Regulation (EU)
2018/1725.

This paper presents the issues raised by the EDPS’ own-initiative investigation into European institutions’, bo-
dies’, offices’ and agencies’ (‘EU institutions’) use of Microsoft products and services. These findings and re-
commendations from the investigation are likely to be of wider interest than just of the EU institutions: they
may be of particular interest to all public authorities in EU/EEA Member States.

The EDPS assessed the compliance of the licensing agreement between Microsoft and the EU institutions
against the requirements laid down in Regulation (EU) 2018/17251 which sets out the rules for data protection
in the EU institutions, bodies, offices and agencies as well as the duties and powers of the European Data Pro-
tection Supervisor (EDPS).

In the interest of a coherent approach to personal data protection throughout the Union, and the free movement
of personal data within the Union, the legislators aligned Regulation (EU) 2018/1725 as far as possible with
the data protection rules of Regulation (EU) 2016/6792 (‘General Data Protection Regulation’ - GDPR). Whe-
never the provisions of Regulation (EU 2018/1725 follow the same principles as the provisions of the GDPR,
these two sets of provisions should, under the case law of the Court of Justice of the European Union be inter-
preted homogeneously, in particular because the scheme of this Regulation should be understood as equivalent
to the scheme of the GDPR.

The EDPS made the following key findings in its investigation into the EU institutions’ use of Microsoft pro-
ducts and services.

Executive Summary
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First, the licensing agreement between Microsoft and the EU institutions allowed Microsoft to define and
change the parameters of its processing activities carried out on behalf of EU institutions and contractual data
protection obligations. The discretion that Microsoft had, amounted to a broad right for Microsoft to act as a
controller. Given the EU institutions’ role as public service institutions, the EDPS did not consider this appro-
priate. The EDPS recommended to EU institutions that they act to retain controllership.

Second, EU institutions needed to put in place a comprehensive and compliant controller-processor agreement
and documented instructions of the EU institutions to the processors. Their lack of control over which sub-pro-
cessors Microsoft used and lack of meaningful audit rights also presented significant issues. The EDPS made
recommendations on how to improve the controller-processor agreement and put robust audit checks in place.

Third, EU institutions faced a number of linked issues concerning data location, international transfers and the
risk of unlawful disclosure of data. They were unable to control the location of a large portion of the data pro-
cessed by Microsoft. Nor did they properly control what was transferred out of the EU/EEA and how. There
was also a lack of proper safeguards to protect data that left the EU/EEA. EU institutions also had few guaran-
tees at their disposal to defend their privileges and immunities and ensure that Microsoft would only disclose
personal data insofar as permitted by EU law. The EDPS made recommendations to assist EU institutions in
addressing these issues.

Fourth, the EDPS considered the technical measures that the Commission had put in place to stem the flow of
personal data generated by Microsoft products and services and sent to Microsoft. The EDPS recommended
that all EU institutions perform tests using a revised and comprehensive approach, share among them the
knowledge and technical solutions they developed to prevent unauthorised data flows to Microsoft and inform
each other of any data protection issues they identify with the products or services.

Fifth, the EU institutions had insufficient clarity as to the nature, scope and purposes of the processing and the
risks to data subjects to be able to meet their transparency obligations towards data subjects. The EDPS recom-
mended that EU institutions seek the clarity and assurances allowing them to keep data subjects properly
informed.
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1 Introduction

1.1 Context

This paper presents the issues raised by the EDPS’ own-initiative investigation into European institutions’, bo-
dies’, offices’ and agencies’ (‘EU institutions’) use of Microsoft products and services. It presents the EDPS’ fin-
dings and recommendations from the investigation to be shared with a wider audience, applying a high standard
of transparency3, while preserving the necessary confidentiality of certain elements of the EU institutions’
contract and of the EDPS’ investigation.

A large amount of personal data is processed through the EU institutions’ use of Microsoft products and services.
Over 45 000 staff of EU institutions, including the EDPS, are users of those products and services. In addition,
staff use Microsoft products and services to process the personal data of people who are not staff.

The EDPS’ investigation focused on the terms of the Inter-Institutional Licensing Agreement (‘ILA’) that EU ins-
titutions signed with Microsoft in 2018. The EDPS also considered the technical measures that the European
Commission, as the largest EU institution with a great variety of tasks, had implemented affecting the flow of per-
sonal data to Microsoft.

The EDPS issued its findings and recommendations to the EU institutions upon the closure of its investigation in
March 2020. The purpose of the EDPS’ report was to provide EU institutions with forward-looking assistance in
bringing their arrangements into compliance with data protection law. In particular, the EDPS’ findings and re-
commendations were oriented towards supporting the renegotiation of the ILA and EU institutions’ contract and
implementation of robust technical and organisational measures that should accompany the contract.

EU institutions’ processing of personal data and the EDPS’ own supervisory and investigative powers are gover-
ned by Regulation (EU) 2018/1725.4 The EDPS assessed the compliance of the ILA against the requirements laid
down in that regulation. Although Regulation (EU) 2018/1725 is a data protection regime that is tailored to the
EU institutions and distinct from the better-known General Data Protection Regulation5 (‘GDPR’), the overlap
between the provisions of Regulation (EU) 2018/1725 and those of the GDPR is extensive.

As a consequence, the EDPS’ findings and recommendations are likely to be of wider interest than to EU institu-
tions.6 Not only is the law the EDPS applied in its investigation based on the same principles and shares the vast
majority of provisions with the GDPR, but the agreement signed by EU institutions is based on standard Mi-
crosoft volume-licensing documents and therefore likely to bear similarities to agreements concluded by other or-
ganisations. The EDPS’ findings and recommendations may be of particular interest to public authorities in EU
member states.

They are also likely to be of relevance beyond the conclusion and implementation of volume licensing agreements
for Microsoft products and services. In the EDPS’ view, organisations outsourcing provision or operation of digi-
tal services from other service providers are likely to come across similar issues.

1.2 General recommendations

The EDPS recommended that EU institutions carefully consider any purchases of Microsoft products and services
or new uses of existing products and services until after they have analysed and implemented the recommenda-
tions of the EDPS. They should involve their Data Protection Officers when deciding how to implement the re-
commendations of the EDPS. The EU institutions should properly embed data protection in each specific public
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information and communications technology procurement procedure, specifying the security and data protection
measures to be implemented in respect of the particular products and services that are being procured.

This will help EU institutions, from the start, to procure products and services with appropriate contractual and
other organisational measures, technical and security measures so that the processing of personal data through
those tools complies with Regulation (EU) 2018/1725, in particular with the principle of data protection by design
and by default.7

1.3 The Inter-Institutional Licence Agreement (ILA)

The ILA that the EDPS examined had a complex structure with a multiplicity of interlocking documents supple-
menting and modifying each other in various ways.

Broadly, however, the ILA had three main components. The first was an umbrella licence agreement, which was
based on a number of standard-form volume licensing documents to which EU institutions negotiated a set of bes-
poke amendments with Microsoft. The second component comprised several sets of standard Microsoft terms,
which were incorporated into the umbrella agreement by reference. In the context of the EDPS’ investigation, the
most important sets of standard terms were the Product Terms and the Online Services Terms. The third com-
ponent comprised the documents by which individual EU institutions adhered to the licensing agreement and sub-
scribed to a package of Microsoft products and services that best suited their needs.

The terms of the ILA were not fixed. The sets of standard Microsoft terms that were incorporated by the umbrella
agreement are regularly changed by Microsoft, with new versions published on its volume licensing website.8 For
example, Microsoft publishes a new version of the Online Services Terms monthly.

Determining what parts of what version of a standard document applied to what aspects of a given Microsoft pro-
duct or service could be a complex affair. To take the Online Services Terms again as an example, the applicable
version of this document varied in respect of each online service, depending on which date the customer concer-
ned first purchased or renewed a subscription to that service.9 However, terms introduced in later versions of the
Online Services Terms could also apply to new features and supplements of related software not previously inclu-
ded in the subscription.10

In the context of the EDPS’ investigation, the latest versions of standard documents that the EDPS analysed were
those from January 2020.11 For the purposes of this paper, the EDPS only refers to those versions. However, in
the investigation, the EDPS also analysed a number of prior versions12, which were often drafted in similar terms
and presented similar or greater compliance issues. Overall, the statements the EDPS makes about the ILA, the
non-contractual documents and the factual context represent the position until March 2020.

2 Microsoft as controller

In the EDPS’ view, the scope and terms of the ILA resulted in Microsoft acting as a controller in ways that were
not transparent. This was due to a combination of several aspects of the ILA. The EDPS considers three key is-
sues in this regard:

1. Microsoft’s right of unilateral amendment,

2. the limited scope of the data protection obligations in the ILA, and

3. the lack of specific and explicitly defined purposes for the processing that occurred under it.

2.1 Right of unilateral amendment
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The ILA allowed Microsoft to amend data protection terms unilaterally. There were two aspects to this right.

First, the ILA granted Microsoft an unlimited right to modify all the sets of standard terms that were incorporated
into it by reference.

It was possible for Microsoft to make far-reaching changes to the data protection terms of the ILA by changing a
set of standard terms incorporated into it. This was because the standard terms filled in many gaps in the negotia-
ted umbrella agreements, such that it was often necessary to refer to them to understand how terms in the umbrel-
la agreements would be implemented.

Changes made by Microsoft in January 2020 illustrate just how far-reaching such unilateral amendments could
be. Microsoft moved a number of important data protection terms out of the Online Services Terms and into a
new standard document, called the Data Protection Addendum. The content of those data protection terms also
underwent substantial revision.

As a result of this change, it became unclear whether a significant corpus of data protection terms had ceased to
apply to the EU institutions’ use of Microsoft products and services. Since the Data Protection Addendum did not
exist at the time when the ILA was signed in 2018, only the Online Services Terms were incorporated by refe-
rence into the ILA, but not the newly separated Data Protection Addendum. Nor, at the time the EDPS concluded
its investigation, was there any express contractual link between the Data Protection Addendum and the ILA, such
as a statement in the Online Services Terms that the Data Protection Addendum formed part of the Online Ser-
vices Terms. For the purposes of the EDPS’ own-initiative investigation, the EDPS assumed that the Data Protec-
tion Addendum did apply in the context of the ILA.

The second aspect of Microsoft’s right of unilateral amendment concerned the order of precedence of the various
contractual documents. The ILA contained a number of provisions affecting which documents prevailed over
which. Some of those provisions were in direct conflict with each other, leading us to conclude that the precise
order of precedence was ambiguous. Nevertheless, there remained in the EDPS’ view a high risk that standard do-
cuments such as the Online Services Terms, Product Terms and potentially the Data Protection Addendum prevai-
led over the negotiated terms of the umbrella agreement. Given Microsoft’s right to change those standard docu-
ments at any time, this amounted to a high risk that Microsoft could amend the whole contractual suite of the ILA
unilaterally, including any controller-processor agreement between the parties.

Overall, the EDPS considered that there was a high risk that Microsoft could change, for example, the purposes
for which it processed personal data, the location of data and the rules governing disclosure and transfer of data,
without EU institutions having any contractual recourse against the changes. The discretion whether to make such
changes rested with Microsoft.

This level of discretion goes beyond what can be assigned to a processor; it effectively made Microsoft a control-
ler.13

2.2 Limited data protection obligations

The scope of Microsoft’s principal data protection obligations in the negotiated ILA documents was limited to
specific types of processing and categories of data. There was a risk that certain data-processing activities under
the ILA fell outside of the scope of the negotiated terms and benefited from a lower level of protection determi-
ned solely by Microsoft. Some categories of data gathered and used by Microsoft as a consequence of the EU ins-
titutions’ use of its products and services fell outside of the scope of contractual protections altogether.

The EDPS’ analysis suggested that broadly four categories of personal data were granted different levels of pro-
tection under the ILA. The first, most protected, category of personal data was data provided through the use of
so-called online services. The online services were in essence the Microsoft-hosted services provided under the
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ILA, and included the online component of Microsoft software products. Data falling within this category fell wi-
thin the scope of the principal negotiated data protection obligations in the ILA and of the Data Protection
Addendum.

A second category included data that were not provided to Microsoft but gathered by Microsoft when EU institu-
tions used the online services. Processing of this data was partly covered by the Online Services Terms (and po-
tentially, since its creation, by the Data Protection Addendum) and not by the main negotiated obligations of the
umbrella agreement.

A third category of data was data that Microsoft obtained when EU institutions used its so-called professional ser-
vices. This was covered by a separate and lighter set of data protection terms annexed to the Data Protection Ad-
dendum. It also fell out of the scope of the main negotiated obligations of the umbrella agreement.

Microsoft processed data in the first three categories not only as a processor but also as a controller.14 When it ac-
ted as a controller, the Microsoft Privacy Statement applied in addition to contractual documents.

A fourth category of data existed. These data were both provided to and gathered by Microsoft when EU institu-
tions used products and software that Microsoft did not consider to be online services. Processing of data in this
category fell outside of the scope of any meaningful contractual controls. They were processed by Microsoft as a
controller and covered by the Microsoft Privacy Statement. Diagnostic data from all versions of Windows and
from the Office productivity suite (including the version Office 2016) fell into this category. Diagnostic data from
locally installed Office 365 ProPlus productivity suite applications (e.g. Word, Excel, PowerPoint) which were
not online services also potentially fell into this category.

Overall, there was a lack of transparency concerning which contractual controls, if any, applied to the different
categories of data processed by Microsoft under the ILA. The EDPS was unable to delineate the different catego-
ries precisely on the basis of the contractual documents.

Given the inter-connected nature of Microsoft products, online services and professional services, it was also un-
clear whether it was possible for data falling within the most protected category to move into a less-protected ca-
tegory, or vice versa.

In the EDPS’ view, EU institutions had few or no contractual controls over what personal data was collected by
Microsoft from users or what Microsoft could do with those data unless the data had been provided via online ser-
vices and were certain to remain within that category. As outlined in the previous section, Microsoft also retained
the right to amend many, or potentially all, of the controls unilaterally. Microsoft therefore retained broad discre-
tion in this regard.

When the scope of a processor’s data protection obligations is unclear, this can create a risk that the processor will
decide to act as a controller in respect of part of all of the data it processes as a result of the business relationship.
In the case of the ILA, the lack of clarity surrounding the scope of Microsoft’s data protection obligations led us
to find a high risk that it could act as a controller in respect of all data processed under the ILA.

2.3 Insufficient purpose limitation

In the EDPS’ view, the purpose limitation in the ILA was insufficiently specific and explicit. This created a risk of
mismatch between the purpose limitation that EU institutions believed they had imposed on Microsoft under the
ILA and the processing that Microsoft considered to be permitted under such agreement.

The most explicit statement of purpose in the ILA documents for Microsoft’s activities as a processor was “to pro-
vide the Product or Professional Services”. The range of processing operations this could encompass was poten-
tially vast.
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In the context of a detailed and complex agreement between sophisticated operators affecting a large number of
data subjects, such as the ILA, it is appropriate that specification of permitted purposes for processing leave little
doubt as to what is and is not included within the purpose.15 The description should also be comprehensive, en-
abling the customer and supervisory authorities to understand the risks of the processing, and to enable explana-
tion of those risks to data subjects. In the EDPS’s view, the statement of purpose in the ILA left far too much
room for interpretation.

The Data Protection Addendum went some way to clarifying what might and might not fall within “provision” of
a service. It defined what it meant to “provide” an online or professional service, created a list of purposes that
were prohibited unless the customer instructed otherwise and explicitly recognised a set of purposes when Mi-
crosoft intended to act as a controller. Its publication in January 2020 represented a significant shift towards grea-
ter transparency in the contractual documentation of Microsoft’s processing operations, and was therefore
welcome.

It was not the whole answer though: as explained, a large amount of processing was not covered by it. It was also
unclear whether it applied in the context of the ILA or not.

In addition, a number of difficulties remained with the clarity of the purpose limitation. For example, the Data
Protection Addendum included “providing personalized user experiences” within the definition of what it meant
to “provide” an online service.16 This directly conflicted with the default prohibition on “user profiling”,17 raising
a question as to how narrowly Microsoft interprets “user profiling”.

“Providing an online service” was also defined in vague enough terms to leave the following questions unanswe-
red.18 First, the definition was broad enough to include data analytics. As a result it was unclear whether proces-
sing for purposes such as training machine learning or artificial intelligence systems was permitted. Second, it
was unclear whether providing a particular online or professional service only included “troubleshooting”, “deli-
vering functional capabilities” and “ongoing improvement” in respect of that service or also in respect of other or
all online or professional services respectively. Third, “ongoing improvement” of a service was described as in-
cluding “making improvements to user productivity” and to user “efficacy”. It was unclear what productivity and
efficacy included.

A further example of vagueness in the purpose limitation, in the Data Protection Addendum, was the default pro-
hibition it imposed on processing “for any advertising or similar commercial purposes”.19 These terms were not
explained. This was significant, as Microsoft had indicated in 2018 that it did not consider serving targeted in-ap-
plication recommendations to customers for products they do not use or subscribe to as falling within advertising
or a similar commercial purpose.20 If Microsoft still holds such interpretation, it might deem such processing to
fall within the permitted purpose.

The Data Protection Addendum also granted Microsoft the right to act as a controller in respect of its “legitimate
business operations”, which were defined to cover six purposes.21 The stated nature of the six purposes suggested
a significant overlap with what might under the GDPR qualify as legitimate interests pursued by the controller. It
was unclear from the broad and vague language, to what extent those purposes were necessary for the provision
of the online and professional services. At the very least, it was questionable why personal data from EU institu-
tions might be necessary to decide on bonuses for Microsoft staff. As explained in the following sub-section, the
EDPS did not consider processing by Microsoft as a controller, particularly for its own legitimate interests, appro-
priate in the context of the EU institutions’ use of Microsoft’s products and services under the ILA.

2.4 Consequences

In the EDPS’ view, one of the most concerning aspects of the ILA lay in the fact that the level of discretion accor-
ded to Microsoft was largely implicit: the EDPS’ analysis was largely based on identifying gaps in the contractual
drafting and drawing out the consequences of leaving gaps or uncertainties in the particular context.
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The EDPS reached its conclusion that the ILA granted Microsoft far-reaching rights of unilateral amendment des-
pite express provision to the contrary in the negotiated documents. The EDPS’ analysis of the discretion granted
to Microsoft by limitations on the scope of certain contractual terms rested on identifying what types of proces-
sing might not be covered, either wholly or partly.

The EDPS’ concerns with respect to the purpose limitations in the ILA were driven by the understanding that if a
contractor is instructed by a controller to process data for vaguely defined purposes, this creates a risk that the
contractor will to a greater or lesser extent define those purposes for itself.

Implied discretion of ambiguous scope and vaguely defined purposes effectively grant a processor licence to act
as a controller in ways that may remain entirely hidden to an organisation that procures its services.

In a contract involving large-scale or other high-risk processing, this exposes data subjects significantly. It could
lead to a large amount of personal data being processed in ways determined by the contractor, rather than by the
procuring organisation’s instructions. To the extent that the contractor acts as a controller, the procuring organisa-
tion’s ability to hold the contractor to account for its processing activities will be very limited.

If a public organisation procures services from a contractor and grants it the discretion to act as a controller under
the GDPR, this creates an additional risk that is particular to that organisation’s public-interest mandate. Under
the GDPR, processing may be carried out lawfully in pursuit of a controller’s legitimate interests. As explained,
the Data Protection Addendum allows Microsoft to carry out processing as a controller which would appear to fall
within this ground. However, the GDPR does not permit processing on grounds of a controller’s legitimate inter-
ests to be carried out by public authorities in the performance of their tasks. Nor are there any legitimate interests
grounds for processing by EU institutions under Regulation (EU) 2018/1725. Recital 25 and Article 6 of Regu-
lation (EU) 2018/1725 [see also recital 50 and Article 6(4) of the GDPR] suggest that when EU institutions use
IT products and services to carry out tasks in the public interest entrusted to them by EU law, any processing for
other tasks and purposes should be compatible with the tasks and roles of the EU institutions. When EU institu-
tions act as controllers, they must ascertain whether the purposes for which other or further processing is underta-
ken is compatible under Article 6 of Regulation (EU) 2018/1725 [see also Article 6(4) of the GDPR].

Public authorities may wish to consider whether, in light of the tasks they carry out in the public interest, they
consider it appropriate that a contractor becomes a controller—even a joint controller—of staff’s and citizens’
personal data simply by virtue of the authority’s need to outsource IT to carry out its tasks. In its investigation, the
EDPS found a risk that protections designed for the public interest context in which personal data was entrusted to
EU institutions would be circumvented by means of the outsourcing process.

2.5 Recommendations

In the EDPS’ view, the risks associated with Microsoft exercising controllership outweighed the benefits that any
such an arrangement could offer EU institutions. The course of action the EDPS recommended to EU institutions
included the following.

Each EU institution should act as sole controller in respect of its use of Microsoft products and services
when performing tasks in the public interest or in the exercise of official authority.

The umbrella licence agreement should provide for an unambiguous order of precedence of the contrac-
tual documents.
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The amendments that EU institutions negotiated to Microsoft’s standard terms should be included in the
highest-ranking contractual document. So should all the provisions necessary to comply with Regulation
(EU) 2018/1725.

It should only be possible to change provisions in the ILA affecting data protection by common
agreement.

The scope of provisions in the ILA affecting data protection should be broadened to cover all personal
data not only provided to Microsoft but also generated by Microsoft, as a consequence of the EU institu-
tions’ use of all Microsoft products and services.

EU institutions should negotiate a specific, explicit and exhaustive set of purposes to cover all types of
personal data involved in their use of Microsoft products and services. The purposes should be limited to
those that were necessary for EU institutions to use those products and services. Other purposes should
be expressly prohibited.

3 The controller-processor agreement

3.1 Comprehensiveness of the agreement

3.1.1 Assessment

In the EDPS’ view, if EU institutions were to remain the only controllers of personal data processed under the
ILA, their controller-processor agreement with Microsoft needed to be substantially reinforced. Many of the ne-
cessary elements were either inadequately implemented or absent.

The requirements for a compliant controller-processor agreement are set out in Article 29 of Regulation (EU)
2018/1725 [see also Article 28 of the GDPR]. They permeate the whole of this paper. Article 29(3) of Regulation
(EU) 2018/1725 requires the controller-processor agreement to be “binding on the processor with regard to the
controller”.22 There is therefore no place for a processor to have an unlimited right of unilateral amendment in a
controller-processor agreement. A processor should only process on the basis of documented instructions from the
controller.

Article 29(3) of Regulation (EU) 2018/1725 requires the controller-processor agreement to set out “the type of
personal data and categories of data subjects and the obligations and rights of the controller.”23 The EDPS’ analy-
sis had concluded that it was unclear which contractual controls, if any, applied to the different categories of data
processed by Microsoft under the ILA. As the EDPS has seen, although Microsoft had obligations and rights attri-
butable to a controller under the ILA, they were generally not expressly stated. Following that, EU institutions’
obligations and rights as controllers were not fully set out. There was no mention in the negotiated ILA docu-
ments of categories of data subjects, although they were mentioned in the Data Protection Addendum.

Article 29(3) of Regulation (EU) 2018/1725 also requires the controller-processor agreement to set out “the sub-
ject-matter [...], the nature and purpose of the processing”.24 The EDPS’ analysis of the contractual purpose limi-
tation showed that this was done with insufficient precision.

In this section, the EDPS focuses on two further key failures to comply with Article 29 of Regulation (EU)
2018/1725: first, the lack of control accorded to EU institutions over Microsoft’s use of sub-processors; and se-
cond, the absence of effective audit rights accorded to EU institutions.

3.1.2 Recommendations
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The EDPS recommended that EU institutions take the following actions.

Draw up a comprehensive controller-processor agreement that includes the roles and responsibilities of
the processor and the controller, the subject matter, duration, and nature of the processing, the types of
personal data concerned, the categories of data subjects concerned, obligations and rights of controllers
and processors.

The types of personal data and categories of data subjects should be specified in as much detail as pos-
sible to ensure compliance with basic principles, such as data minimisation, purpose limitations and law-
fulness of processing.

EU institutions’ documented instructions under the ILA should cover for example which types of data
may be processed, who may access the data, how and where it is stored, what security measures are in
place, whether transfers to third countries are allowed and if yes to which recipients, countries and under
what conditions. Instructions should be included in the contract and in respect of further instructions, the
necessary templates and procedures should be agreed and annexed to the contract.

3.2 Sub-processors

3.2.1 Assessment

Controllers are required to allow processing on their behalf only by processors providing sufficient guarantees
that they will take measures to protect data subjects.25 As a processor, Microsoft is only permitted to engage a
sub-processor on the basis of a prior written authorisation from the controller.26 If it does so on the basis of a ge-
neral written authorisation, it must give the controller a meaningful opportunity to approve a list of sub-processors
at the time the general authorisation is signed, and a meaningful opportunity to object to any subsequent changes
in the sub-processors it engages.27

As a processor, Microsoft must also pass its data protection obligations under the licensing agreement on to its
sub-processors contractually.28 Among the obligations to be passed on are Microsoft’s commitments to imple-
ment the technical and organisational measures the controller considers necessary.29 In light of controllers’ duty
of accountability,30 they should be able to demonstrate that it has done so.

The intention behind the provisions of Regulation (EU) 2018/1725 (and GDPR) on sub-processors is to put
controllers in control, so that they can live up to their obligations to protect data subjects. In the EDPS’ view, the
ILA did not allow EU institutions to exercise control over the sub-processors that Microsoft engages. It therefore
posed a risk to data subjects.

The lack of control that EU institutions had was apparent from the following three elements.

First, the negotiated data protection terms of the umbrella agreement contained what appeared to be a general au-
thorisation to engage sub-processors. However, like many of the data protection obligations under the ILA, it only
applied to personal data provided through use of the online services. The EDPS saw no authorisations in place co-
vering the other categories of data processed by Microsoft, by virtue of the ILA.

Second, the EDPS’ understanding was that in practice, the information provided to EU institutions on new sub-
processors consisted of the name of the sub-processor, the general type of service it provided and the country of
its corporate location.31 The EDPS did not consider this information sufficient. In the EDPS’ view, for a system
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of general authorisation to provide EU institutions with a meaningful opportunity to object to new sub-processors,
EU institutions would also need to know what types of processing prospective sub-processors were to be entrus-
ted with, in relation to which specific products and services, and with which data protection safeguards and secu-
rity measures in place. Without this information, EU institutions could not show why they were right to approve
to the sub-processors in question, and so could not be accountable for their decision.

Third, if EU institutions did not approve of a new sub-processor, their only recourse under the negotiated terms of
the ILA was to terminate their subscription to the affected online service. If the affected online service was part of
a suite, the EU institutions’ only recourse was to terminate their subscription for the entire suite.

This contractual remedy risked being meaningless in practice. In the EDPS’s view, there was a risk that EU insti-
tutions would find themselves with no realistic alternative to using an affected Microsoft service or suite if they
disapproved of a new sub-processor. In such circumstances, they would effectively have no say over the choice of
sub-processor.

In the EDPS’s view, it was essential that EU institutions should be in a position to withhold approval of a certain
sub-processor if they had grounds to believe that it posed a risk to compliance. This could be the case if, for
example, audits revealed compliance concerns in respect of that sub-processor.

Indeed, it is likely that any controller outsourcing large-scale or other high-risk processing will need to be able to
give meaningful approval of sub-processors used by the contractor if that controller is to meet its own compliance
obligations.

3.2.2 Recommendations

The EDPS recommended that EU institutions take the following actions.

Assess the risks posed to data subjects by sub-processors currently used by Microsoft.

Ensure that the use of sub-processors in respect of all personal data processed by Microsoft by virtue of
the ILA (and any changes of sub-processor) were subject to a prior written authorisation.

Introduce in the ILA an obligation on Microsoft to provide complete information first, on which sub-pro-
cessors were used in respect of each product or service provided to EU institutions and in respect of each
processing activity and category of personal data; and second, on the data protection safeguards and se-
curity measures (i.e. technical and organisational measures) in place in respect of each sub-processor.
This should include an obligation on Microsoft to provide on request the relevant parts of its contract
with a particular sub-processor.

Introduce guarantees in the ILA to ensure that prior authorisation is freely given in respect of each sub-
processor engaged by Microsoft. EU institutions should be able to refuse to authorise a particular sub-
processor without suffering any loss of service as a result.

3.3 Audit rights

3.3.1 Assessment

Under Article 29(3)(h) of Regulation (EU) 2018/1725 [see also Article 28(3)(h) of the GDPR], a controller-pro-
cessor agreement must contain two obligations on the processor. First, the processor must make available to the
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controller all the information that is needed to demonstrate compliance with the whole of Article 29 of Regulation
(EU) 2018/1725. Second, the processor must submit to audits and inspections from the controller. These obliga-
tions are cumulative: by implication, the processor must comply with any reasonable request falling within either
obligation. They must also be passed on contractually to any sub-processors.32

In light of the controller’s duty of accountability under Article 26 of Regulation (EU) 2018/1725 [see also Ar-
ticle 24 of the GDPR], the detail and reach of the audit rights in the contract should reflect the “nature, scope,
context and purposes of processing as well as the risks [...] for the rights and freedoms of natural persons”. Given
the large amount of data processed by virtue of the EU institutions’ use of Microsoft products and services, the
large number of data subjects involved and the lack of clarity surrounding exactly what was processed, where,
how and for what purposes, the circumstances in which the EDPS carried out its investigation called for EU insti-
tutions to implement robust, effective audit provisions. The provisions needed to act as a clear, binding and detai-
led set of instructions from EU institutions to Microsoft as regards the conduct of audits.

Under the second subparagraph of Article 29(3) of Regulation (EU) 2018/1725, an additional obligation on the
processor is to inform the controller immediately if it considers an instruction breaches the Regulation or EU or
Member State data protection law.33 In light of the processor’s own compliance obligations, this amounts to an
obligation on the processor to be proactive in informing the controller if it identifies a compliance issue with any
instructions it receives from the controller.

The negotiated terms of the ILA reproduced the wording of the statutory obligations under Article 29(3) of Regu-
lation (EU) 2018/1725 just cited.34 They provided no details of what EU institutions could expect from Microsoft
to fulfil them.

Some further details were provided in the Data Protection Addendum. The EDPS learned that Microsoft would
arrange for so-called security audits to be performed at least yearly by external security auditors selected and paid
by Microsoft.

The texts did not explain the extent to which such security audits would cover data protection compliance. This
was a significant omission: it is possible to perform highly in a security audit while failing a data protection audit
because of a lack of transparency, unlawful further processing or other data protection issues.

Nor did they confirm whether the security audits would cover all processing activities falling within the scope of
the Online Services Terms or only some, or also cover processing outside of the scope of the Online Services
Terms. They did not explain whether sub-processors were covered. Professional Services Data appeared to be ex-
cluded from the scope of the security audits,35 together with a number of Online Services.36

Read as a whole, the audit provisions in the Data Protection Addendum also suggested that Microsoft’s own secu-
rity audits were the baseline for achieving “auditing compliance”.37

In the EDPS’s view, this was an incorrect assumption to make. Data protection audits, which assess compliance
with the obligations imposed by Regulation (EU) 2018/1725, are of a wider scope and apply different standards to
security audits. Moreover, audits mandated by Microsoft itself with a (limited) scope of its choosing could never
amount to the effective audit rights for controllers envisaged by Regulation (EU) 2018/1725. This is because Ar-
ticle 29(3)(h) of Regulation (EU) 2018/1725 requires a contractual obligation on Microsoft to allow for audits
“conducted by the controller” or “mandated by the controller”.38

The Data Protection Addendum contained a commitment from Microsoft to “promptly respond” to any additional
audit instructions, “[t]o the extent Customer’s audit requirements [...] cannot reasonably be satisfied through audit
reports, documentation or compliance information Microsoft makes generally available to its customers”.39

The EDPS recognised two issues with this drafting. First, information provided by Microsoft and auditors instruc-
ted by Microsoft might provide EU institutions with some level of assurance. But it could not replace EU institu-
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tions’ ability to gather and check the evidence for Microsoft’s statements themselves. Information from Microsoft
and its auditors were not therefore a means by which EU institutions’ own audit requirements could be “reasona-
bly satisfied”. They were instead a means by which EU institutions could identify the areas on which to focus
their checks.

Second, it was not enough for Microsoft to “respond” promptly to EU institutions’ audit instructions. A response
could be a refusal to allow an audit by EU institutions that overlapped with its own audits in scope. Such discre-
tion properly belongs to a controller.

Overall, EU institutions’ audit rights under the ILA were insufficiently robust in light of the risks posed by the
processing. There was also a marked lack of detail as to how Microsoft was to fulfil its obligation to allow for and
contribute to audits. They were, finally, too narrow in scope. EU institutions risked being unable to hold Mi-
crosoft accountable and, consequently, unable to discharge their own duty of accountability.

The EDPS appreciated that a hyperscale service provider would wish to avoid an unmanageable number of dif-
ferent audits conducted by different customers. But Regulation (EU) 2018/1725 is clear: controllers must be able
to audit processors and sub-processors. The EDPS also considered that it should be possible to organise audits
that satisfied multiple customers at once.

3.3.2 Recommendations

The EDPS made the following recommendations to EU institutions.

The ILA should be amended in order to provide detailed, effective and enforceable audit rights for the
controller and for the EDPS.

The ILA should also require Microsoft to make available to EU institutions all the information that is
needed to demonstrate compliance with Article 29 of Regulation (EU) 2018/1725. The contractual provi-
sions should in the EDPS’ view cover information on the functioning of the systems used, access to data
and recipients, sub-processors, security measures, retention of personal data, data location, transfers of
personal data or any further processing of the personal data. Microsoft should also be required to notify
EU institutions if it made substantial changes that were relevant from a data protection perspective, so as
to prompt EU institutions to access and evaluate the information on those changes.

The ILA should include provisions detailing how Microsoft is to apply in practice its obligations under
the second subparagraph of Article 29(3) of Regulation (EU) 2018/1725.

As controllers, EU institutions should establish an audit programme consisting of regular audits carried
out by their internal or external audit team. The scope and frequency of the audits should reflect the scale
of the processing and the risks for data subjects.

Audits conducted under the ILA should collect factual evidence of Microsoft’s compliance with its
obligations.

Meaningful audit results should be communicated to the appropriate levels of management within the EU
institutions. The results should allow EU institutions to identify and act upon any compliance issues.
They should also be provided to the EDPS at its request.

4 Data location, transfers and disclosure
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The EDPS’ investigation found that EU institutions were unable to control the location of a large portion of the
data processed by Microsoft. Nor did they have full control over what was transferred out of the EU/EEA and
how. There was also a lack of proper safeguards to protect data that left the EU/EEA. This had a negative practi-
cal impact on EU institutions’ ability to hold Microsoft accountable.

EU institutions also had few guarantees that they were in a position to defend the privileges and immunities gran-
ted to them under the Treaty on the Functioning of the European Union (‘TFEU’), and that Microsoft would only
disclose personal data insofar as permitted by EU law.

In this section the EDPS considers the overlapping issues of data location, international transfers and disclosure in
turn.

4.1 Data location

At the time the EDPS closed its investigation in March 2020, the (storage) location of (some) data was specified
in the Online Services Terms.40 Under the Online Services Terms, the obligation to store data in the EU applied
only to a subset of the data provided through use of certain “core online services”.

The core online services included Microsoft Office 365 services and certain Microsoft Azure services.41 Microsoft
committed to store only part of the data provided through use of those services in the EU. For Office 365 services,
Microsoft committed to store only the Exchange Online mailbox content, the SharePoint Online site content and
files uploaded to OneDrive for Business in the EU. Data provided through use of other Office 365 services did not
appear covered, nor did user-identity information or metadata. For Microsoft Azure Core Services, such as Azure
Active Directory (used for the management of user identities in Microsoft Online Services), the Online Services
Terms expressly provided that: “Certain services may not enable Customer to configure deployment in [the
EU/EEA] or outside the United States and may store backups in other locations.”42

The Data Protection Addendum also made clear that “[e]xcept as described elsewhere in the DPA, Customer Data
and Personal Data that Microsoft process on Customer’s behalf may be transferred to, and stored and processed
in, the United States or any other country in which Microsoft or its Subprocessors operate.”43

The obligation to store data in the EU/EEA therefore applied only to a subset of the data processed by Microsoft
when it provided “core online services”. The storage location of data falling outside of that subset was unclear, as
was the location of data that was transferred out of the EU/EEA.

The negotiated terms of the umbrella agreement allowed data collected by Microsoft to be located anywhere Mi-
crosoft chose.

Insofar as Microsoft collected personal data from products and services as a controller, the Microsoft Privacy Sta-
tement was non-committal.44

EU institutions were therefore not free to decide where to store their data. Nor were they free to decide on trans-
fers out of the EU/EEA. In the EDPS’ view, the ILA provisions and Microsoft Privacy Statement did not even al-
low EU institutions to identify the location of all the different types of personal data processed under them.

4.2 International transfers

Where international transfers to third countries or international organisations are necessary, they should be carried
out only in strict observance of the applicable transfer rules45 and following a documented assessment of the risks
to the rights and freedoms of data subjects. It is for controllers to decide whether to permit a transfer or not.
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The EDPS’ understanding was that EU institutions had signed the ILA with Microsoft Ireland. The EDPS’ un-
derstanding was also that in the context of the ILA, any safeguards that had been put in place pursuant to interna-
tional transfer rules had so far been contractual. To the EDPS’ knowledge, the Microsoft group had no binding
corporate rules in place authorised under the GDPR or predecessor instruments.

Under the Data Protection Addendum, by executing the ILA, EU institutions were also deemed to have executed
a set of standard contractual clauses (‘SCCs’) for international transfers of data, with Microsoft Corporation.46 As
a result, EU institutions had both a direct relationship with an EU-based processor (Microsoft Ireland) that could
carry out international transfers to its sub-processors, and a direct relationship with Microsoft Corporation as a
non-EU/EEA-based processor that could also carry out onward international transfers to its sub-processors. It was
the EDPS’ understanding that the vast majority of processing of personal data was in practice done by Microsoft
Corporation and its sub-processors, not by Microsoft Ireland and its sub-processors.

Given this contractual matrix, EU institutions needed the following two layers of contractual safeguards. First,
they needed to give instructions to Microsoft Ireland and Microsoft Corporation in the ILA on the extent to which
personal data could be transferred out of the EU/EEA, under what conditions and subject to which safeguards.
These needed to be mirrored in the SCCs for transfers signed by EU institutions with Microsoft Corporation. In
light of this scenario, it would be appropriate to use SCCs adopted under Article 48(2)(b) or (c) of Regulation
(EU) 2018/172547 between the EU institutions and Microsoft Corporation. Since, however, there are no such
SCCs yet available, the EU institutions could, as an interim measure, make use of the provisions in SCCs such as
those adopted under Commission Decision 2010/87/EU, subject to authorisation from the EDPS under Article
48(3)(a) of Regulation (EU) 2018/1725.

The position under the ILA was different, in so far that it presented, in the EDPS’ view, the following issues.

First, as explained in the preceding sub-section on data location, the instructions under the ILA on what personal
data Microsoft could transfer out of the EU/EEA, when and for what purposes were limited in scope and weak.

Second, EU institutions’ instructions on the safeguards to which such transfers were to be subject to lacked preci-
sion. The negotiated umbrella agreement essentially committed Microsoft to observing its statutory obligations
and gave no further detail as to how they were to be implemented.

Third, it was not clear whether the EU institutions’ instructions in the negotiated documents of the ILA were in-
tended to bind Microsoft Corporation as well as Microsoft Ireland. Microsoft Corporation was not expressly
bound and as far as the EDPS was aware, not a signatory of those documents. In light of the contractual matrix,
the EDPS considered it necessary for EU institutions’ instructions to be unambiguously binding on both entities.

Fourth, the SCCs for transfers countersigned by Microsoft Corporation were not compliant. The EDPS’ concerns
were as follows.

Controllers wishing to use SCCs for transfers adopted by the European Commission (such as SCCs adop-
ted under Commission Decision 2010/87/EU) need to complete the appendices to specify with precision the
subject-matter, duration, nature and purpose of the processing, the type of personal data and categories of data
subjects, and the security measures to apply to the data that are transferred.48 The content of the appendices
should be tailored to each product and service concerned and each recipient (including subcontractors). Only
then can the description fit the specific controller-processor relationship concerned.

In its standard implementation of those SCCs for transfers, Microsoft pre-populated the description of the proces-
sing in the appendices.49 The lists of data subjects and categories of data were generic and broadly drafted, as
they were designed to be the same for any customer. Depending on the operational needs of each EU institution, it
might be that some of the categories did not apply, or that some fell within the catch-all category of “[a]ny other
personal data”. The language of the appendices sought to overcome the generic nature of the lists by stating that
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“[c]ustomer may elect to include personal data from any of the following [types of data subjects/categories] in the
Customer Data”. Yet this defeated the purpose of clearly describing the scope of the transfer.

Given that SCCs for transfers should be specific to each controller-processor relationship, it was also inappro-
priate that they should be negotiated (or imposed by Microsoft) at the level of incorporation into an umbrella
agreement covering a large number of EU institutions.

Each controller should be able to specify the processing at issue in any SCCs for transfers it concludes with Mi-
crosoft Corporation. One option to move towards compliance would be a set of clauses that included a system of
checkboxes in the appendices, to be completed and countersigned by individual controllers.

As with many other commitments in the ILA, these SCCs for transfers only applied to data provided through the
use of online services. The EDPS was unaware of the existence of any corresponding contractual mechanism in
respect of products and services that were not online services, or of data collected and processed by Microsoft as a
controller. In the EDPS’ view, if such data were to be processed or transferred at all, it needed to be regulated at
the level of the ILA. The EU institutions’ instructions at that level then needed to be reflected in any SCCs for
transfers signed with Microsoft Corporation and in any further SCCs that Microsoft Corporation concluded with
sub-processors regarding the transfers made to them.

Finally, given that the SCCs were only compliant if the parties made no changes to these terms (other than to fill
out the appendices), the SCCs needed to prevail over other contractual terms in the contractual hierarchy of the
ILA. This was not certain given the ambiguous order of precedence established in other contractual documents
forming the ILA.

4.3 Unauthorised disclosure

Protocol No 7 to the TFEU provides for the inviolability of the property, assets, archives, communications and do-
cuments of the EU. It follows from the Protocol No 7 that a processor engaged by EU institutions must only dis-
close personal data that it processes on behalf of EU institutions if it either notifies the EU institution concerned
and obtains its agreement, or with the authorisation of the Court of Justice.50 The protection offered to EU institu-
tions by the Protocol does not end simply because they rely on an external provider for certain services.

Article 49 of Regulation (EU) 2018/1725 [see also Article 48 of the GDPR] sets out that third-country adminis-
trative or court orders to disclose personal data are only to be given effect if they are based on an international
agreement to which the EU is a party.51

Article 4(1)(f) of Regulation (EU) 2018/1725 requires EU institutions to ensure the integrity and confidentiality
of personal data processed on their behalf.52

These legal obligations sat uneasily with the ILA’s provisions on disclosure. The Data Protection Addendum per-
mitted Microsoft to respond positively to requests for access to data where it considered that it had a legal obliga-
tion to do so.53 Microsoft would not even inform customers of a request if “legally prohibited from doing so”.54

Of course, the Data Protection Addendum only covered a subset of the personal data processed under the ILA. As
far as the EDPS was aware, there were no contractual commitments concerning disclosures that covered personal
data falling outside of this subset.

In light of the EDPS’ analysis that Microsoft retained discretion to process data as a controller, at least a part of
that data was likely to be subject to the Microsoft policies referred to in the Microsoft Privacy Statement. This al-
lowed Microsoft to disclose personal data (including Customer Data, Administrator Data, Payment Data and Sup-
port Data) to third parties, including law enforcement or other government agencies.55

The Protocol No 7 and Regulation (EU) 2018/1725 protect EU institutions against disclosure requests that proces-
sors engaged by them may receive from EU Member State Governments. The Protocol and Regulation may not
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protect EU institutions against disclosure requests from third-country governments and processors subject to their
jurisdiction. Depending on the laws of that third country and their extra-territorial reach, such processors may be
faced by a conflict of laws and deem it prudent to comply with the laws of the third country even if this puts them
in breach of EU law.

Consequently, if EU institutions make use of processors with links to third-country governments, they may in ef-
fect be choosing to forego the protections offered by the Protocol and Regulation against unauthorised disclosure.

4.4 Consequences

In light of the position under the ILA and the circumstances of the EU institutions’ relationship with Microsoft,
the following practical difficulties arose.

If the personal data of EU institution users and other data subjects were located and processed outside of the
EU/EEA, it became much more challenging for EU institutions to put in place effective measures to ensure com-
pliance with Regulation (EU) 2018/1725 and to verify compliance in their capacity as controllers.

A lack of information about and control over data in transit was also concerning. Cross-border flows of personal
data threaten the continuity of the level of protection guaranteed in the EU.56 Without an accurate picture of the
countries through which the data are likely to transit, it becomes very difficult for EU institutions to assess what
technical, organisational, security and contractual safeguards they need to implement before a transfer is initiated.
Therefore, they risk compromising their implementation of data protection principles (e.g. data minimisation, pur-
pose limitation) and the confidentiality and security of the data that are transmitted. Yet, the Advocate General
Saugmandsgaard Øe has recently underlined the need for controllers to ensure the protection of personal data, not
only after they arrive in a third country, but after the transfer has been initiated, thus also during transit.57

Once personal data is outside of the EU/EEA, in the absence of an adequacy decision covering the third country
of destination or appropriate safeguards, data subjects might also find it difficult to exercise their rights. In those
circumstances, data subject rights, the right to complain to an independent supervisory authority, the right to seek
judicial redress and the right to claim compensation, could all be affected.

The Court has repeatedly held that effective control explicitly required by Article 8(3) of the Charter by an inde-
pendent data protection authority is an essential component of the protection of personal data.58

Microsoft and its sub-processors therefore risked not being held sufficiently to account for processing under the
ILA.

If the data was not processed in the EU/EEA, it also risked becoming very difficult for EU institutions to enforce
EU law to prevent disclosure. In particular, if the data were located in a third country, competent authorities in
that country might request access to the data in the context of an enforcement action or under data retention legis-
lation.59

In this context, the EDPS’s strong preference is that as a rule, the processing of personal data entrusted by EU ins-
titutions to Microsoft take place in the EU/EEA.

4.5 Recommendations

The EDPS recommended the following to EU institutions.
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The ILA should include provisions detailing, in respect of each Microsoft product and service provided
under it, the location of data collected and processed when EU institutions used that specific product or
service.

The ILA should explicitly require Microsoft to implement appropriate contractual, organisational and se-
curity safeguards in case of international data transfers. In particular, the ILA should require Microsoft to
put in place robust security measures to cover data in transit.

Any use of SCCs for transfers should comply with the applicable Union legislation.

The ILA should prohibit Microsoft (and sub-processors) from disclosing personal data to Member State
authorities, third-country authorities, international organisations or other third parties, unless this was ex-
pressly authorised by EU law, or by Member State law to the extent that the conditions laid down in EU
law for such disclosure were fulfilled.

The ILA should require Microsoft to inform affected EU institutions of any request Microsoft or sub-pro-
cessors received for access to data, immediately upon receipt of the request. As a rule, Microsoft should
redirect requests to the EU institution concerned and seek its instructions. In any event, Microsoft should
challenge access requests, exhausting all available legal remedies. No disclosures of data by Microsoft or
sub-processors should be permitted to take place without the prior notification, agreement and direction
of the relevant EU institution and appropriate safeguards being in place. Should an EU institution choose
not to disclose data, those data should only be disclosed upon order of the European Court of Justice.

In addition to requiring notice of requests for access to data from Microsoft, EU institutions should re-
quest information from Microsoft once a year on whether any disclosures of EU institution data had ta-
ken place and if so, what action was taken in response. The relevant data controllers and their Data Pro-
tection Officers should assess the information received. The EU institutions should then take any further
measures necessary to ensure that the contractual prohibition of disclosure, notification procedures and
agreed safeguards were respected.

Unless the EDPS’ recommendations concerning sub-processors, data location, international transfers and
unauthorised disclosure were implemented, the ILA should require that any processing of any personal
data entrusted to Microsoft or its sub-processors by EU institutions should as a rule take place within the
EU/EEA. This requirement should cover processing for the purposes of backing up data, business conti-
nuity and performing remote operations.

In the medium term, if EU institutions wished to maintain the protections afforded by Protocol No 7 to
the TFEU and Regulation (EU) 2018/1725 against unauthorised disclosure, they should seriously
consider:

– first, ensuring that data processed on their behalf is located in the EU/EEA, and

– second, only using service providers that were not subject to conflicting third-country laws with ex-
tra-territorial scope.

5 Technical measures

5.1 Context
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In 2016, the Commission identified a security and data protection issue posed by Microsoft’s collection of diag-
nostic data from its software. The software concerned was principally Office Pro Plus 2016 and Windows 10 En-
terprise. This software did not offer built-in means by which EU institutions could completely manage or stop the
flows of diagnostic data to Microsoft.

The Commission’s work in detecting and mitigating the security and data protection issues posed by Microsoft
software illustrated the fact that on a technical (so not just contractual) level, Microsoft’s approach to providing its
products and services was not fully compliant with the principles of data protection by design and by default.60

Controllers are required to implement technical and organisational measures to ensure data protection by design
and by default and to meet their duty of accountability.61 The EDPS has issued guidelines to EU institutions to
assist them in doing so.62

In general, the EDPS recommends that controllers should also evaluate the need for an assessment of data protec-
tion risks when they plan to use products or services offered by third-party providers, which will process large
amounts of personal data.

5.2 Recommendations

In the particular context of the ILA and the products and services EU institutions were using at the time of the in-
vestigation, the EDPS issued the following recommendations.

All EU institutions should perform tests to check the flow of personal data to Microsoft from its current
and future products and services, following a comprehensive and documented approach. This approach
should, in particular:

– cover the normal usage patterns of their users involving the Microsoft products and services to be
tested;

– analyse all traffic exiting user computers and all its destinations so as to single out data flows from
Microsoft software to Microsoft servers or its subcontractors.

EU institutions should also monitor releases of Microsoft products updates and liaise with the company
for their configuration to eliminate any unlawful transfer of personal data.

Where an EU institution negotiates the procurement of software products or services on behalf of other
EU institutions, the negotiating EU institution should inform the other EU institution of any data protec-
tion issues it identifies with the products or services.

EU institutions should share with each other technical expertise and solutions to eliminate any unlawful
transfer of personal data to Microsoft.

Where EU institutions planned to use Microsoft products and services they did not already use (such as
Microsoft Office 365 or Microsoft Azure cloud services), they should perform comprehensive assess-
ments of the data protection risks posed by those products and services prior to deploying them.

6 Transparency
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The abundance of contractual documents, the overlapping and conflicting terms within them, the lack of a clear
order of precedence and the monthly updates to terms make it, at the very least, difficult for EU institutions, bo-
dies, offices and agencies to discharge their information obligations to data subjects, as required by Article 4(1)
(a) of Regulation (EU) 2018/1725 [see also Article 5(1)(a) of the GDPR].

6.1 Recommendations

In the particular context of transparency towards the data subject, which enables them to exercise their data pro-
tection and other rights, the EDPS issued the following recommendations.

Gain a sufficient level of assurance as to the subject matter and duration of processing, the nature, scope
and purposes of the processing, the categories of personal data and data subjects concerned and the risks
to data subjects to enable EU institutions to meet their transparency obligations.

Prepare a data protection notice as part of the information to be made available to data subjects in accor-
dance with Articles 15 and 16 of Regulation (EU) 2018/1725.

7 Conclusion

The EDPS advises organisations not to consider engaging any processor (or sub-processor) that is not willing to
provide sufficient guarantees to implement appropriate technical and organisational measures in such a manner
that processing will meet the requirements of EU data protection rules and ensure the protection of the rights of
data subjects. To comply with the principle of data protection by design and by default, organisations should veri-
fy both when processing is planned and during the processing, if no other alternative software solutions allow for
higher privacy safeguards.

The EDPS recognises that the course of action recommended to EU institutions may appear a tall order for many,
if not most, of Microsoft’s volume licensing customers.

There were certainly concerns among controllers in the EU institutions that a hyperscale service provider would
find acceptance of contractual changes such as those the EDPS was advocating either contrary to commercial
sense, or impractical, or both. The EDPS has seen that Microsoft has shown itself, to a certain extent, ready to en-
tertain some solutions to meet the compliance needs of EU institutions.

Where a contractor is committed to data protection, it does appear possible to bolster the protection of data sub-
jects in a way that is commercially acceptable and can accommodate numerous customers at once.

The EDPS would therefore encourage controllers not to be disheartened at the prospect of negotiating instructions
with a processor that they consider necessary to protect the rights and freedoms of data subjects; even when faced
with a business partner of considerable heft.
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